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Absiract

o troubleshooting large scale equipments, fault local-
ization inferences invelve indeterminateness and they
might lead to erronecus coneclusions. To realize inde-
terminate inferences, an assumption-based fault local-
ization technigque has been developed. The technigue
allows inferences based on indeterminate assumptions.
When inconsistencies are discovered, assumptions are
revised, The technique also enables fexible diagnosis
control, such as reasoning based on aolicipated Lest re-
sults without actually carrying out the tests. When
the anticipated resulte become doubtful, it astivates
the omitted tests. The paper desceribes the technique
and an outline of the troubleshooting expert system for
electronic switching systems based on the techoigue,

1 Introduction

Modern electronic equipments, such as E55s {Elec-

tronic Switching Systermns), are very large-scale and com-

plex. When troubles cccur in such large-scale equip-
ments, many compoenents are considered as candidates
of defective components.  The key to successful di-
arnoses 1= to discriminate defective components from
many other components efficiently.

In the diserimination, soime inferences are indeter-
minate or uncertain due to possibilities of exceptions.
If a troubleshooter does not deal with uncectainty, it
cannob go on with a diagnoesis when an erroneous con-
clusion is reached, Therefore, it i3 necessary to deal
with uncertawmty in troubleshooting.

Cancerning this, some diagnostic expert systems
adopt inference methods based on probability. For ex-
ample, MYCIN [Shortliffe76] deals with the probabili-
ties by cerfainty factors. However, it cannot deal

with the probabilities maintaining consistency. It does
not clearly point out indeterminate factors which might
lead to erroneocus conclusions. Therefore, it cannot ap-
propriately revise the probabilities according to diseov-
eries of inconsistency.

Rather than this, a diagnostic method is desired
which clearly specifies indeterminate {actors and main-
tains conclusions derived from them, By specifying in-
determinate factors as assumptions, a troubleshooter
can point out erroneous factors and revise them when
inconsistencies are discovered. It can also correctly re-
vise conclusions deduced from erroneous assumptions,
To realize this capability, a fault localization technique
based on assumptions has been developed and inecor-
porated in a troubleshooting expert system for ESSa.

In the diagnostic problem domain, diagnostic meth-
ods based on truth maintenance techniques have been
propesed [de Kleer8T; Young87]. They make assump-
tiona for functionalities or violations of the devices, and
infer the device behaviors hased on these assumptions.
On the other hand, the presented technique differs in
the objective and usage of assumptions. It uses as-
sumptions for indeterminate factors in inferences, and
narrows down suspected compaonents based on them.

Among many possibililies in selecting assumptions
to use, the presented technique realizes a contrel method
which makes use of as many indeterminate assump-
tions as possible without causing inconsistency. By the
method, the suspect components are narrowed down to
a very few components. In addition, the technique en-
ables reasoning based on anticipated test results with-
out actually carrying out the tests. By introducing
the technigue, more fexible and efficient diagnoesis is
achieved.

The rest of this paper presents the motivation for
the technigue, the basic framework for assumption-
based inferences, the control method for assumptions,
and an outline of the ESS troubleshooting expert sys-
tem based on the technique.

2 Motivation for Assumption-based Inferences

This section, first, describes the inferences carried
out in ESS diagnoses and how the inferences involve



indeterminateness, MNext, it describes the motivation
for assumption-based inferences.

2.1 Heuristic-based Fault Localization

Modern ESSs for telephone exchanges are very large;
they are composed of more than 1000 packages. When
a fault occurs in them, many components are consid-
ered as suspecls (suspect components). So, a trou-
bleshooter needs to narrow them down to a few field-
replaceable-units, or preferably only one. To achisve
this, hardware diagnostic functions are built into an
ESS. llawever, they cannot always detect defective com-
ponents.

On the contrary, human experta employ several kinds
of heuristic strategies for efficient troubleshooting. They
carry out various tests for ESSs and narrow down sus-
pects according to the test results. Since internal states
in ESSa cannot be directly tested, they carry out tests
to examine the external behaviors, like output mes-
sages, and guess the internal causes in E55s based on
the results.

For example, human experts examine the range where
symptoms have been ohserved and infer suspects based
on the result. Consider a simple equipment shown in
Fig-1. Suppose that components CI, G2, CF and Cy
have a commeon structure and function. Also suppose
that a fault on a path A - Ciis detected when signal
transmission between A4 and Cf is activated. A fault
detection causes an error message output which is ob-
served by maintenance personnel. In the equipment, if
erfor messages are observed on multiple paths A - CI,
A-C2and A - C4, then a human expert thinks that
the defective component should be 4 or B.

[ |
Fig-1: An example equipment
2.2 Indeterminateness in Inferences

Heuristic inferences modeled on those of human ex-
perts are effective in narrowing down suspects. How-
ever, such inferences include some uncertainty or inde-
terminateness.

For example, consider again an equipment in Fig-
1. If multiple error messages are observed only on a
specific path A - C3, then a human expert infers that
the cause might be in C¥ rather than in 4 or B. This
it becauss a fault in A or B would also cause error
messages on multiple paths A - Cf, 4 - C# and A -
4. However, this inference is uncertain, because the

fault detection might have been accidentally localized.
If the observation time were longer, errors might also
be observed on the other paths.

Another example is concerned with the interpreta-
tion of test results. Consider a test to detect a signal
transmission using a signal-monitor device. If a test
result is given as “ne signal is detecied”, then it can be
hn:ur'lst,ir_'aliy inferred that “some cotnporent far sr'_r,lnm'
generalion is malfunclioning”. However, this inference
is indeterminate, because the signal-monitor device or
signal monitoring method might have failed while the
signal is actually transmitted correctly.

Heuristic inferences like these might lead to incer-
rect conclusions. In such cases, non-defeclive units
might be concluded as being suspects, Then, the trou-
ble would not disappear when the suspected units are
replaced with sparecs. It s difficult to go on with the
diagnosis in such situations. Thus, a problem arises
regarding how to revise incorrect conclusions and go
on with diagnosis.

2.3 Omission of Time-consuming Tests

There iz another kind of problem concerning test
activation econtral. There are some tests which are
time-consuming or detrimental to the service quality,
and whose resuits can be anticipated. In order to nar-
row down the suspects and make the diagnoses [aster,
inferences should be carried out assuming the results
without actually earrying ount the tests. YWhen the an-
ticipations become doubtful, the omitted tests should
be actually earried aut.

Far example, when an alarm lamp is not on, the

following deduction might be possible:

Tf an alarm lamp is nof lighted, and the alarm
lamp fiself is normal, then suspecis are imifed o
the area ...... "

In order for this deduction to be rigidly possible, a
test to check the alarm-lamp normality is necessary.
Howewver, the test should be aomitted since the result is
anticipated to be normal. By assuming the normality
of the alarm lamp without actually checking its con-
dition, a diagnosis can be carried out faster. Then, a
prablem arises regarding the activation control for this
kind of tests,

2.4 Necessity of Assumption-based Inferences

As described above, ESS diagnoses involve indeter-
minateness. Human experts know indeterminate fac-
tors which might lead to inferential errors, and go on
with diagnoses assuming indeterminate [actors. When
they find inferential errors later, they modify the as-
sumptions and conclusions derived from them. They
also omit time-consuming Lests and assume anticipated
results. In order to realize this human-like method, an
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assumption-based inference facility for faull localiza-
ticn was motivated and has been developed.

3 Facilities for Assumption-based Inferences

In order to realize diagnoses which involve indeter-
minateness, facilitics for assumption-based inferences
are incorporated in the troubleshooting system. This
section briefly describes the {acilities, whese details are
deseribed in section 4 and section 5. The lacilities
for assumption-based inferences comprise the following
Lwo parts:

a. Dasic framework for assumption-based infer-

LA WA
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conclusions

+ NMaintain conclusion dependency on assumptions
L. Assumption control unit

e Determine which assumptions to be believed

o Select omitted tests to be carried out

The first unit records relations ameng assumptions,
facts, and eonclusions, separately fram the troubleshoot-
'tng inference mechanism. Its functions are similar to
those of ATAS [dt Klﬁerﬂﬁ]. When & new conclu-
sion s made in a t.muhl.pxi:nuting inference mechanism,
the wnit receives a report on the conclusion and an-
tecedents used to derive it. The unit records the re-
lation among assumptions and conclusions, According
to the relation, the unit maintains dependency among
conclusions and asswinptions indicating which set of
assumptions have derived conclusions.

The sscond unit determines which set of assump-
tions to be believed in inferences. It alse determines
the states of conclusions referring to the dependency
maintained by the first unil. A troubleshooting infer-
ence mechanism goes on inferences helieving the as-
sumptions specified by the unit. The troubleshooting
inference mechanism also refers to the states of conclu-
siems maintained by the unit. When an inconsistency is
discovered, the unit modifies states of the assumptions
and conclusions in order to retain consistency. In addi-
tiom, it can designate omitted tests which are effeclive
in specifying the erroneous assumptions.

4 Basic Framework for Assumption-based
Inferences

The basic framework records and maintains the re-
lations among assumptions, facts, and conclusions, in
accordance with the inferential progress for narrowing
down suspects.

Some constructs, such as assumplion, jusiificalion,
and mogond, are introduced, similar to those in ATMS
[de Kleer86]. According to newly derived infersnces,
jusitficalions are created which represent the relations
among ronclusions and its antecedents. An example of
a justification is as follows:

facti,

fact2,

assumnpiionl
== conclusion

In a justification, assumptions such as assumpliond
specily indeterminale causes in inferences.  For test
omission, assumptions also represent anticipated test
results whose truth or falsity can be examined.

For discovering and dealing with inconsistencies, a
special conclusion, called nogeod, i introduced.  As
an example, consider an inconsistent case when the
fn”nwing two conditions hald:

o “Units {Xi, X2 ...} are suspected”,

o A froukble does not disappear, affer suspected unels
{ X1, X2,...} are replaced with spares.™

The second condition implies that “wnits { X1, 58,..}
are OK." This inconsistency is represented in the fol-
lowing justification:

conclusionl (The suspected unils are {X1,X2,..}1},
factl (The wnits {X1,X2,...} are OK.)
=> nogood

In the inferences for narrowing down suspects, jus-
tifications are created and then a chain of dependency
is constructed. Fig-2 shows an example of a chain. Tt
shows the relations among facts {test results), assump-
tions and conclusions regarding suspects. Dependency
among conelusions and assumptions ia alse maintained.
Ter instance, a conclusion in the right and lower side
which means “the suspected unit 5 {unitX]} " is based
on the assumptiona {asmA, asmB}. The figure also
includes two nogoods. The nogood in the right sids is
based on assumptions {asmd, asmB, asmC} and the
other is based on {asm 7}

5 Assumption Control Method

In the framework described in section 4, there are
multiple possibilities in selecting assumptions to be
used. This section describes a control method for se-
lecting assumptions. It first describes a condition of
maintaining ¢onsistency introducing seme terminele-
gies. DNext, it presents a principle and a method to
meet the principle.

5.1 Condition of Maintaining Consistency
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A word environment is introduced as a set of as-
gnmptions to be used during the inferential process.
When a nogood is discovered, nogoed assumptions are
obtained as a set of assumptions which has derived the
nogood. Nogood assumptions can be derived from the
dependency record.

An environment is consisfent if it 15 not a super-
set of any set of nogood assumptions; otherwise the
environment i3 tnconsisteni. Inferences based on in-
consislent set of assumptions should not be allowed in
order to maintain consistency. Thus, a condition of
maintaining consistency can be stated as “inferences
should ke allowed only in consislen! environments, ”
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asmB ; The clock works normally.

EactC : A signal ks not detecaed by o signal checking e
2zmiC : The signal checker devics worky normally,
fars"): The dignal checker device does not work.

Fig-2: Justification chain
5.2 Principles

Considering how assumptions should be used in
troubleshooting, the principles in controlling assump-
tions are as follows:

(1) Utilize as many assumptions as possible:
Utilization of assumptions are effective in nar-
rowing suspects. Then, a troubleshooter should
use as many assumptions as possible without caus-
ing inconsistency. This principle implies that all
assumptions should be used, when no inconsis-
tency is discoverad.

{2} Utilize multiple environments simultanecusly:

When a nogood is produced based on more than
one assumptions, there are multiple candidate
environments (sets of assumptions) to resolve the
inconsistency. For example, consider that a set of
hﬂgﬂm] a.ziﬁur[:pl;.iq;ns is abtained due loa nogmd
discovery:

Nogood: {asmd, asmB, asmC}

Consider that the following environment has been
believed and needs to be revised:

Environment: {gsmd, asmB, asmC, asmX, ...}

Then, three environments are candidates to re-
solve the inconsistency:

Candidates of new environments:

{asmA, asmB, asmX, ...}
{asmd, asmC, asmX, ...}
{asmB, asmC, asmX, ...}

There seems to be no reasonable way to deter-
mine only one of these, especially when the as-
sumptions have the same plavsibility. For this
reason, multiple environments should be used si-
multanecusly, and inferences should be allowed
in any of these environments.

(3) Activate omitted tests:
For quick diagnosis, some tests, like time-con-
suming tests, are omitted and the anticipated re-
sults are assumed. However, when multiple envi-
ronments are possible, some of the amitted tests
might be effective in narrowing the multiple pos-
sibilities. These tests should be actually carried
out so that the multiple possibilities of environ-
ments could be narrowed by the truth or falseness
of the anticipated resulta,

5.3 Method for Selecting Assumptions

This section describes a control methed which re-
alizes the principles (1) and (2) in section 5.2. For
representing the control method, & set of maximal and
consistent environments, called MCES [Mazimal Clon-
sistent Environment Set}, is introduced:

MCES: MCES (Mazimal Consistent Environment Set)
is a set of environments which satisfy the follow-

ing:
1. The environment is consistent.

2. The environment is maximal That is, it is
not a subset of any consistent environments.

A control method which realizes the principles 1.
and 2. in section 5.2 is to use the environments in
the MCES simultanecusly. This is because the MCES
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consists of all the maximal environments which include
as many assumptions as possible retaining consisteney.

The MCES should be updated due to nogood dis-
coveries, Initially, if no nogoods are discovered, the
MCES consists of an environtment centaining all as-
surnptions. When a nogood is discovered, it is revised
so Lthal it ean relain consistency and maximality.

Far example, consider that the MCES is initially as
the following:

MCES[0]:
{asmA, asmf, asmi, asmX,. .}

Consider that, due to a nogood discovery, the nogood
assumptions are obtained:

MNogood assumptions: {asmd, asmB, asmC}
Then, the MCES is revised as the following:

MCES{1]:
{{asmA, asmB, asmX, ..},
{asmad, asmC, asmX, ...},
{asmdb, asmd, asmX, ...}]

Consider that ancther set of nogood assumptions is
obtained:

Nogood assumptions: {asmH, asmC}
Then, the MCES is revised as the following:
MCES[2]:

[{asmA, asmB, asmX, ..},
{asmd, asmC, asmX, _}}

5.4 Activation Control for Omitted Tests

Based on the principle {(3) in 5.2, an omitted test
should be carried out, if it is effective in reducing the
number of environments in MCES, When the MCES
iz updated due to a nogood, tests which satisly the
following conditions should be carried out:

1. The test has been omtted.

2. The assumption for anticipated result of the test
15 contained 1n some environments in the MCES,
and is not contained in some other envirenments
in the MCES

The seeond eondition implies that some environments
in the MCES can be eliminated from the MCES, based
on the truth or falsity of the anticipated result.

Based oo the actual test result, the MCES should
be revised as the following:

When the anticipated test result is validated:
The revised MCES should consists of the environ-
ments which are in the former MCES and which
contain the assumption for anticipated test re-
sult.

When the anticipated test resull turns out Lo be [alse:
The MCES should consists of the environments
which are in the former MCES and which do not
contain the assumption for anticipated test re-
sult.

Referring to the example MCES[2] in section 5.3, if
asm is the anticipated result of omitted test, Lhis test

Jhns

MULCES Nogood assumplions | Suspecied unils

(I'ﬂnill-t shates

All the assumptions are allowed 1o be used in infer-
ences, Among them, armil is an anticipated resule for
an omitted test

{ZWMarrowing suspects:

Several facts (1esr resulis) are obwined by carrying out
tests, and suspects are narmowed down wsing asswnp-
tons. This way, a conclusion is reached that the waitf
15 defechve.

{3)Unit replacement & contradiciion:

Unitl s replaced; however, the touble does nol
disappear. This causes a contradictbon.
{4yContradiction resolution:

The MCES is revissd according io the nogood
assumptions {anmd, amd, ammCl,

{S)Carryving out an omitted test:

Because asm(C is an anticipated result for an omited
test, the test is carried out

(6)Finding an assumption error:

The est result gives faciCX, which is conmary o
g, ‘This produces a nogood, and the MCES is
revised, Environments, including amm, are removed
from the MCES, and only an environment {asmd,
asmi | remains in the MCES.

(TiAnother suspect:

Based on facrCX, new inferences are made, and
another unit {wieX) i5 comsidered 0 be defective,

({asmA asmB asmC] }

{{asmAasmB §, [aemB asmC],
{asmA azmC] |

[{asmA asmB}]

{unit¥]

|asmA zsmB asml |

[asmiC] &

[asmAzsmB asmC)

[umicX}

Fig-2: Diagnosis example
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is affective and should be carried out. On the sther
hand, even il asmA is the anticipated resuit of omitted
test, it is not effective and should not be carried out. If
asm 7 is validated by an actual test, then the MCES[2]
can be reduced to the following:

MCES[3al:
{{asmA, asmB, asmX, _.}}

If asm B turns out Lo be false, then the MCES{2] can
be reduced to the fallowing:

MCES{3b]:
{{asmA, asmC, asmX, ...}}

.0 Example

This section presents a simplified example of di-
agnosis process. The example refers to the reasoning
chain in Fig-2. The diagnosis progress is shown in Fig-
3. It includes explanations for diagnosis phase, the
MCES, nogood assumptions, and suspect units. As
shown in the figure, when a negood is discovered, a
test which has been omitted is activated and suspects
are revised. In this way, fexible diagnosis is achieved.

6 ESS Troubleshooting System Outline

- Based on the fault localization technique, a proto
type of a troubleshooting expert svstem for ESSs has
been developed on a PSI (Prolog machine) [Takis4). It
has heen developed by incorporating the assumption-
based inference facilities into a heuristic-based trou-
bleshooting expert system without such facilities [Ko-
5eki8T]. This section describes the incorporation. Alsa,

(]

it describes other features of the troubleshooting expert
swvsiem.

6.1 Incorporation of Assumption-based
Iuference Facilities

The facilities for assumption-based inferences de-
scribed above are incorporated in the troubleshooting
expert system for E5Ss. The facilities carry out record-
ing inferential relations and maintaining consistency.
The troubleshooter carries out the other tasks invalved
in troubleshooting, such as selecting tests, carcying out
tesis, and inferring suspects.

The control method for diagnaosis is shown in Fig4.
The left part of the diagram shows the control for the
case when no inconsistency is discovered. The system
slarts a diagnosis by symptom input. It analyzes t]e
symptom and generates suspected components, The
system narrows down the suspected components by
carrying out appropriate tests and by omitting tests,
The system recommends that the maintenance techni-
cian replace suspect uuils, The system continues this
process as long as no inconsistency is discovered.

The right part of the diagram shows a contral for
the rases when inconsistencies (nogoods) are discov-
ered. In such cases, the systemn updates the MCES ac-
cording to nogeod assumptions and it changes states of
conelusions in order to maintain consistency. Then, it
carries out omitted tests which are effcctive in reducing
the size of MCES, if such tests exist.

The knowledge base has been modified for incorpo
rating the assumption-based inference facilities. The
knowledge base for only usual cases has been modifisd

MCT S apimang &
T ARREAR ol T

|

Fig-4: A diagnosis control flow
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intoa more accurate version which clearly distinguishes
uneertainty in the indeterminate inferences. The mod-
ification has been naturally achieved by adding as-
sumptions to specify uncertain factors and descriptions
of tests and suspect marrowing methed in excephional
cases,

6.2 Features

This section briefly describes features of the trou-
hleshooting system for ESSs, whese details are described
in [Wada38].

Abstract-signal-flow description:

The system includes structural knowledge regard-
ing the target ES5, in a form called aebsiraci-
signal-flow model. Fig-5 shows its extract, De-
veloping and modifying knowledge base in this
style are far easier than developing and modifying
knowledge base comprising empirical symptom-
canse associating rules, like MYCIN [ShortlifTe76].
Such development and medification are also eas-
ier Lhan fully describing logic-gate level circuit
descriptions. Using this method, the entin: ESS
structure was successfully described.

MNatwork-based knowledge representation:
Several kinds of knowledge, regarding symptom,
tests and structure, are represented in a unified
network by ubilizing the object-oriented facilities
in ESP (Exfended Self-contained Prolog) [Chika-
yama84]. Based on the representation method,
the knowledge hase is kept compact and modifi-
able.

Flexible man-machine interaction:

The system allows flexibility in man-machine in-
teraction. For instance, the system can hypo-
thetically narrow down suspects based on user-
specified test results. This facility helps the nser
understand the eflectiveness of tests. It is easily
implemented in the framework for assumption-
based inferences.

Tlser friendly interface:
The system provides a user friendly intecface. An
example of a user-interface screen is shown in
Fig-6. It shows current suspects, location of the
physical units, abstract-signal-flow diagrams, a
justification chain diagram, and =0 on,
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T Concluding Itemarks

This paper has presented an assumption-hased fault
localization technique and a troubleshooting expert gvs-
tem for E55s. The technigue enables eflective diagnos-
tic inferences which invelve uncertainty. The descrilsed
control realizes default inferences for narrowing down
suspects and revices assumptions due to inconsisten-
cies. The method also enables flexible diagnosis con-
tral, like omission of time-consuming tests.

By incorporating the assumption-based facility into
a troubleshooting system, the system has become able
to continue diagnosis when the tronhle still remains
after suspected units have been replaced. Modilying
the knowiedge base was smoothly achieved, mainty by
adding assumptions to specify uncertain factors. The
assumplion-based teehnique, together with the com-
pact knowledge representation, makes troubleshooting
possible for large-scale ESSs. While the presented tech-
riqque 15 used in & heuristic-based system, it can also
be applied to the system in model-based  diagnostic
meethods, such as [GeneserethS4; Davis8d].
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