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ABSTRACT

This paper presents a human stralegy-based disg-
nosdc methed in a4 troubleshooling expert system for
elecironic swiching systems. The sysiem infers defective
components bascd on an abstracr-sipnal-fow  model,
which makes it possible o deseribe easily the complex
structure of the target switching system. Several kinds of
knowledge of symptoms, esis and egquipment sTucture
are concisely represented in @ uniform network style. In
additgon o these features, outh maintenance facilifies ame
incorporated  for  indeterminate  inferences. Inferences
which utilize a5 many default assumptions as possible
and belicl revision due 1o later discoveries of contradic-
tions are properly realized. The Ffaciliies also enable
llexible diagnesis, such as reasoning based on anticipated
test results without acrally executing the tests. The
method for environment control enables this kind of rea-
SoUng. The paper summarizes the architecnire and
featwrcs  of the woubleshooting espert svstem  and
presents a diagnostic method based on truth mainte-
AN,

1 INTRODUCTION

Modem elecoonic devices like an ESS (Elecuonic
Switching Systemn) are very complex and difficult to
diagnose. Although diagnostic test functions are huilt
inte E357s based on the hardware technology, defective
components are not always clearly found by using them.
By contrast, highly skilled human experts can locate
defective componenis and repair them by using various
diagnostic strategies. This has motivated deveiopment of
a4 toubleshooting  expert systcm modeled on human
experts’ strategics, Some of the featres of s methods
and architecture are as follows:

{1)The system utilizes several hewristic st methods of
humen expens in order o locate the defective com-
ponenis. It also analyses the symptoms in order w0 guess
the defective components.

(2)The systerm has a kind of structural knowledge of the
tirget ESS called an abserace-nignal-fiow model. The
development and modificaton of the knowlepe buse in
this style is far easier than that in diagnosis systems

using empirical sympiom-cause associating rules like
MY CIN(Shoniiffe 1976).

(B5everal kinds of knowledge are represented in a
unified network by utilizing the object-oriented facilities
in ESP (Extended Self-contained Prolog)(Chikayama et
al. 1984} By the represemation method, the knowledge
base is kept compact aind modifiable,

(4 The system 15 designed o allow much fexibility in
man-machine interaction. Thesefore, an inexperienced
technictan can perform dizznosis just by following the
recommended actions, while an experienced technician
can freely choose alternative actions based on his judg-
ment.

A prototype  system with  these  (eatures  was
developed on a PSLmachine (Taki et al, 1984 More-
over, wuth maintenance facilives{Doyle 1979 de Kleer
1986a; de Klesr [986b) have been incorporated inio the
system in order to achicve indeterminate mlerences,

In the inferences of suspected comnponents, there are
many cases where definite conclusions cannot be made
because of exceptions. The inferences done by human
experts e hewriste and therefors might be erroneous, In
vrder to narrow down the suspected componenis, these
kinds of indeterminate inferences should be allowed. In
order 1o make indeterminate inferences and properly
tevise thein when they are known as emoneous, truth
maintenance is necessary.

In the diagnostic problem domain, reasoning
methods hased on truth maintenance techniques have
recently been proposed(de Kleer and Williams 1987;
Young 1987). They make assumptions which represent
the functivnalities or violations of the devices, and Lthey
do reasoning on the device behaviors based on these
aAssuMmpLions.

On the other hand, the expert system in this paper
uses assumptions w represent the indet=rminate Tactors
included i diagnoste inferences, and it infers SUSECLS
based on them. Among many possibilities in selecting
assumptions to use, the expert system adopts a contol
method which makes use of as many default assumptions
a5 possible. By this conwel method, suspected com-



ponents are parrowed down as moch as possible, even if
some contredictions  are discovered. In addition, the
method enables reasoning based on anticipated test
resalts without actuslly executing the esis. By ruth
muinienance and the control methed, more flexible and

effective diagnosis is achieved.

The rest of this paper consists of two parts. The
first part presenis the objectives of the woubleshoodng
expent sysiem, its architecture and features. The second
part deseribes the indorporation of outh meisenonee
including motivanon, the diagnosis method based on
truth maintenance, and the environment control method,

2 OBJECTIVES OF THE DEVELOPMENT

1.1 Problems in ES5 Diapnosis

Modern ESS's are very complex and difficalr e
maintain, When a mouble occurs in an ESS, ene or mone
faull messages are printed out on an ESS console. In
some  cases, 4 touble i85 known from  telephone
subzcriber’s complaints, However, it is difficult for inex
perienced maintenance personnel to pinpoint the cause of
trouble from these kinds of information,

In order to locate the defective component, an ESS
has built-in diagnastic test functions. However, the per-
formance of these functions is limited, and a defective
component cannot always be clearly detected by them.

2.2 Diagnosis by Human Experts

Contrary to the limits of built-in diagnostic Tunc-
tions, a highly-skilled maintenance technician can find
the defecrive component and repair it. He diagnoses by
various strategies based on his knowledge and skills. For
example, he analyzes the symprom in detsil and guesses
the suspected components. In order o determine a cause
among multiple suspects, 2 human éxpert thinks of
effective tests 0 narmow thetn down. The word rest
means any acton o reduce the number of suspects.
Some of the tests carmicd out by human experts are as
follows:

- Viewing the oecurrences of symptoms and their dis-
tributicn

- Acquisition of vardous kinds of informagon in the
ESS, such as acquisition of operation status in
duplicated uaits

= Typing commands to the ESS and wawhing the
resuiting ESS behavior

= Changing the operation status for the duplicated
units and looking for rouble occurrences

After narrowing down the suspects, he wies repair
actions such as replacing suspect FRU's(Field Replace-
able Units) with spares until the symplom disappears.

2.3 Mecessity of an Fxpert Systerm Modeled on Human
Experts

Ag deseribed pbove, hizhly skilled echnicians carmy
vut diagnosis, Howewver, there are few technicians who
have the ability 1o do so. In addition, since the life span
of an ES3 Bs over ten years, it is hard to retain highly
skilled mainienance personnel in o specific telephone
olfice for & long dme.

Therelore, an expest system is desired which assists
ingrperiensed  madntenance technicians in performing
diagnosis of an ESS5 based on the smargy used by
MUTAn expares.

3 BASIC ARCHITECTURE

L1 Dasic Diagnosis Flow

The basic diagnosis fow in the expert svstem is
shown in Fig-1. Durng the diagnosis, suspecred com-
ponenis, thal s, cundidates which might have caused the
woubile, are considered and updated.

Given the symptom informaton, the expert sysiem
first considers the suspected components by analyzing
the symprom information. After thai, a lest effective for
them is chosen and curried out. By imerpreting the test
result, suspected components are namrowed down: the list
of suspected components is updated to smaller ones.
According to the updated list of suspected components,
effective tests are reconsidered. In this way tests and
their interpretations are repeated. After several repet-
tions, a small number of suspected components can be
obtained. Finally, coresponding FRU's, such as equip-
ment packages of connector cables, are replaced, and the
trauble is repaired.

3.2 Abstract-signal-Mow Based Rensoning

In order to implement reasgning about suspected
components according to the symptom and test results,
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Fig-1: Basic Diagnosis Flow




the expert system has an absirace-sigral-flove description,
which represents the functional structure of the £S5, The
experl sysiom iooks at this deseription when considering
suspected components, The description is represented as
a directed graph. Fig-2 shows an exouction of the
abswact-signal-flow  descrpion. Each  mede  in it
reprosents 2 functional component, and  each amce
represents a signal-flow between components.

With an absmact-signal-flow description, suspected
components for a siven swvinplom can be enumerated.
For example, consider a case wherein the following
SYMPIOM [5 OCCLITINE;

SYMPTOM : na-dial-tone
"Although o subyeriber picks wp a receiver, no
dial-tone 5 heard”

In order for a dial wne 1o be normally heard, the follow-
ing signal path must not be delective:

SIGeYAL PATH:
“a controd signal parh from the line to the CPU"

The components on the path can be lisied by searching
the ahstract-signal-How description. By enumerating the
nodes along the path, from Linew CPU through et _pp
arcs in Fig-2, the suspected components for the no-dial-
tooe symplom are Bsted:

SUSPECTED COMPONENTS:
Line, LC, EXG Conv, LM Intf, Sen C, SMUX, ...,
CPU

The abstrect-signal-flow method is aiso effective in
narowing the suspected components based on 1ese
results such as those of signal-flow checking ests.

Structural knowledge of the ESS for the abstraot-
signal-flow method is repesented in suiable precision.
In additon, the wial size of the knowledge base may be
kepn small. This is because a signal-flow description is
shared by many kinds of sympioms. As 2 resuir of utiliz-
ing the abswract-signal-fiow method, the design experts
can easily present their knowledge,
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w_dgwn w_dowi ¥_ikymm

PINMUK = Ing - == = = =~ -JHW2
Fig-2: Abstract-signal-flow description

3.3 Network-based Knowledye Representalion

The cxpert sysiem is based on multiple kinds of
knowledge acquired from  both design experis  and
maintemince  experts of the trger ESS. Stuctural
knowledge regarding the ESS is acquired from the
design  experts, while the pertinent maintenance
Enowledge, such as symptoms and tests specific 1o the
EES, is acquired from maintenance experts.

In the expen sysiem these kinds of knowledgs are
represenizd in a unified nerwork, Signal Rows berween
funcrional blocks are directly represcnted as relations.
Chher relations berween different kinds of knowledge,
such as sympiom, test, functional blocks and FRU's are
also represented in the same style. Fig-3 shows an exam.-
ple of a nevwork-based representation. In the figure,
functional hlocks cotresponding o Symptom-A can be
listed as foliows:

Block-A, Block-B, and Block-

In this way, several kinds of knowledge are eompactly
described in network-based representation. In addition, a
local medification of the network can be more easily
performed than equivalent modification in symprom-
cause associating reles such as MYCIN.

The network for this representation is described by
ohject-oriented facilides in ESP. Relations between
whjects are represented by slots in objects. In addition,
symprom, test and structeral knowledge is represented
without redundancy in  hicrarchical structures. For
instance, comMmon properties among several symptoms
can be described in a peneral symptom object by an
inheritance Lucility,

3.4 Flexible Man-machine Inlerface

The expert system provides fexible man-machine
interaction in sclecting diagnostic acuons, In selecnng a
subscquent action, such as a test execution or unit
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Fig-3: Metwork-based Knowledge Representation



replacement, the syslem reasons abm pirssible candi-
dates and recomnmends the most appropriaie one, leaving
the matnienunce sechnicians Aoxibiliey 1o select an alter-
nauve action. Based on such Aexible man-machine
interaction, an inexpenenced mameerance technician can
cwry oot moubleshooting  mersly by following  the
actions recommended by the sysiem, while an expern
technician may select actions himsel§

The svstem provides a faciliny of displaving the
suspects narmowing based on hypothegcal west resalis
designated by the wser. This helps the user uwnderstand
the effzctiveness of test execution. This is easily imple-
mented by the muth maintenance facilines, which will be
explained in 5.4,

In addition, the system provides a user frendly
interface for casicr operation. based on the multiple win-
dow environmeat of a PS[-machine, An example of the
wser-interface screen is shown in Fig-d

4 INCORPORATION OF THUTH MAINTENANCE

This section presents the motivation for incorporat-
ing muth maintcnance facilides info the expert system.
The inferences for narowing down suspects by test
results are frequently based on indeterminate assump-
uons or precondidons. Many kinds of reasoning proceeds
from these assumgptions. For instance in the narrowing
down of suspects, there underlie the following assump-
tions:

- The fault 15 non-intenmiitent.
(The faulr staws continues and does not disappear.)
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- The power is normally supplied to the ESS.
- The clock distribution functions pommally,

There is anmber knd of assumptions which undar-
lie indeterminace inferesces. For instance, if fault symp-
toms are found in one area and not in another, then it
can be supposed that the cause is limited w the specific
area. However, this s uncomain because the absence of
fault symptoms mighi be accidental. I the observation
e were longer, faults might have also besn found in
another area.

These kinds of ind=terminate inferences are per-
formed by human expens, These are not confirmed sma-
tegizs but are wseally effectve in narrowing down the
suspects and quickly finishing the diagnosis.

Howewver, these inferences  sometimes lead 1o
erroneous conclusions. An expert realizes his misjudg-
ment when he rules out all suspects by replacing
suspected physical units. In some cases, he realizes his
error when he finds ESS behavior contradictory to his
beliefs. When he discovers a contradicton, he changes
hiz beliel. Tle casts doubt on the assumplions producing
the contradiction and abandons some of them. He then
believes & new consistent set of assumprions.

In order to realize these kinds of indeterminare
inferences of human experts, muth maintenance facilities
like TMS{or ATMS) are incorporated into the expert
system. TMS minages the dependency relatons wmong
facts, assumptions and conclusions. Based on this, TMS
enables the mainenance of consistency between them,
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There is another metivadon for incorporating truth
neantenance. 1t is desired 1o infer suspects based onanti-
cipated test results without actually executing the esis
That is, there are some tesis whose jeselts are antici-
pated, and it is desired to omit the execuuon and
proceed 1o narrow down the suspects hased on the antic-
pated tesulis. This strategy 15 not abwavs reliable, but it
15 etfective Tor quick diasnosis. In addiron. the strateyn
is desirable for the kind of ests which are emporanly
demimental 1o the service quality,

For example. when an alarm lamp is net on, there
is the possibility of exscuting a test to check the cond:-
tinn of the alarm lanp iself. The anteipated result is
that the alamm lamp is sormal. From this result, the fol-
lowing deducnon becomes possible, and the suspects
will be narowed down:

“If an wlarme i onet lighting, and the alarm lamp
itself s normal, then suspects are hmited to "

In this situntion, it 15 faster to assume the nommality of
plarm tamp than o check s condiion. In this way,
omission of the test is desired,

However. when it is suspected that assumptions
cause @ gonuwadiction, these omined tests must be per-
formed. By utilizing the wruth maintenance facilities, this
kind of test omission controd can be realized,

In the domain of diagnostic problems, de Kleer and
Williams (§1987} present 2 method of diagnosis based on
ATMS, However, their method differs from  ouwr
approach. Their method inmoduces assumptions in order
o represent the destruction of a target system and
enables diagnosing multiple faults. Our approach, on the
other hand, unlizes assummptions to represent the indeter-
minate factors in the inferences of suspecied com-
poneats. Their method does not consider this kind of
indelzrminateness.

Young (1987) also urlizes default reasoning in
toubleshooting. In his method, each belief represents a
fault candidate, and a belief revision is a change of the
fault candidates. Based on this, a framework for troukb-
leshoodng is established which enables isolating multiple
faults, However, his method does not narow down
suspects by combining indeterminate inferences based on
multiple test results.

§ DIAGNOSIS METHOD BASED ON TRUTH
MAINTENANCE

5.1 Basic Constructs for Truth Maintenance

This section describes the basic constructs for tuth
maintenance and how they are wtilized in diagnostic rea-
soning. A conmol method based on these constructs,

specifying which assumptions to use in inferences and
how to revise them according w discovery of contradic-
tions, s desenibed i the pext section.

For easier context switching, the expert sysiem
adopts the fonnalism of ATMS(de Kleer 1986a; de Klesr
198601, not that of THS(Deyle 1979 or dependency-
directed hackmracking(Stallman and Sussman 19770, as a
basic outh  mantesance mechanisin,  Addibonal  con-
structs, such @8 jusnficasion, assumption. and rogeod,
are introduced into the indeterminate diagnostic infer-
CnCCs.

According  w newly  derved  inferenses.
fusrificarions are creaed 1o record and maintain the rela-
tions berween assumptions, facts and conclesions. The
following is an example of justification.

premise_factl, premise_factd, assumprionl
=3 conclusion

In a justification, assumptions which make the inferences
indewenminate, ep asswnpiond, need o be specified
clearly. In order to realize the test omission, the anrici-
pated resule is also represented s an assumption, whose
truth or falsity can be examined.

For discovering errors in inferences, contradictory
conditions are also described. For instance, the [ollowing
contradictions might eccur in the reasoning:

(2} A conclusion "The suspecied wnics for the Symp-
tomX are (X/X2...}." conwadicts the fact “After
replacing  the swspected  wnits  [XTX2..}  with
spares, there sl remaing the Sympromd "

(b}  An obiervaton of intermittent cccurrences of the
symptom contradicts the assumption "The sympiom
5 mot intermitene.”

() An assumption "The fauwlr is not relared to the
AreaX.” [which has been derived from the fact "The
faulr is not observed in the AreaX.") contradicts an
oheervation "The foulr pccurred in the AreaX™.

Coneradictions  are  represented by nogood  in
Jjustifications. The following is an example for (b):

(ohservation of intermittence)
{assumption of nop-interminence)
=> nogood

Based on this formalism, justifications are created
in the inferenees for narrowing suspects, and then a
chain of justifications is consmucted. Fig-5 shows an
cxample of a justification chain. The chain shows the
relations berween test results, assumptions and conclu-
sions on suspects. The figure also includes two nogoods,
one produced by {asmA, asmB, asmC)] and one pro-
doced by [asm)]. By viewing this chain, underlying



assumptions which lead 1w any conclesions or nogoods
can be listed. OFf course, these relonens are not
represented exactly as ian the figure bt are represemied in

ATMS,
22 Environmen! Control Method

With the hasic formalism and construces given o
Section 5.1, a control method becomes a problem. When
a conmadiction i3 discovered, the set of helieved assump-
nons must be revised 1o become consistent. Suppose
these are no other conmadictions and FCTRCHng any one
of the conradiziory assumptions cemoves the coneradie-
tion. Then, which assumption to retract hecomes a prub-
lem. This secton describes the conmol method.

In the following, the teaninology of emvironment,
contexi, and mogood in ATMS is uitlized. In shorr, an
environment s a set of assumptions. A context is a set
of assumptions and nodes derivabie from the assump-
tivns. Thus, & context is characterized by an environ-
ment. Mogoad is a set of conmadicory sssumptons.

With respect o the indeterminate inferences in the
diagnosis, default assumptions are wsed to enable the
wiuai-case inferences. Then, a coarol method which
mekes use of as many default assumptions as possible is
desired. Therefore, when a contradiction is discovered,
and consequently some assumptions are to be retracted,
the number of default assumptions reracied should be
kepr as small as possibie.

Suppose only a single environment is always
chosen for reasoning, there anse problems in satisfying
the previous desie. ‘There scems w be no reasonable
wiy o choose only one environment when assumptions
have the same plausibility. In addition, environment con-
trol is not simple. A default assumption which has been
already remacted to dissolve a conradiction may need o
be made in again. Fig-f shows a simple example for
this. In the example, assumption A, which has been
retracted o dissolve the nogood among assumptions A,
8 and C, is made in agnin in order to keep as many
assumptions as possible in.

Considering these problems, the system does pet
determine only one environment, but realizes a control
method which deals with multiple environments for rea-
soning. Reasoning in muitiple environments is based on
the ease of context swirching of ATMS. For these rea-
sons, the following is inodoced:

Maximally Consistent Enviranment Ser
The set consists of possible environments which
satisfy the following:

The cnvironment is comsistent. That is, the
environment is noi a subset of any nogood.

- The environment is net a subset of any other
environoments in the seL.

If there are no contradictions, the st consists of an
eavironment which includes all default assumptions.
The set is updated according to the discovery of
cuntradiction. Reasoning is enabled in any environ-
ments (sels of assumprions) in the set. By reasoning
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i these environments, wtilizaton of as many con-
sigent defuuit assumptions as passible is achioved.

When updattng of cnvironment sers due 10 congred-
ictions, there arises the possibility of executing the omir-
ted tests. Executing an omisted test for checking an anti-
cipated resuit is cffective in reducing the size of the
maximally consistent environment sei. This is introduced
as:

Execiion Coniral of Qmined Test

An emitted test. which is effective in reducing the

size of the masirmally consistent environment set, is

defined as folluws:

. Execution of the test has been amitted.

- The antcipated resule of the test, which 1s an
assumptlion, is included in some eovironments
in the maximally consistent environment set
and, at the some time, 15 not included in some
other envizonments in the set.

The second condition implies that by the real tmuth

or faisity of the antcipaed resuit, several environ-

ments in the set can be eliminmed from in A jest
which satisfies these conditions should be executed
when a contradiction 15 discovered,

5.3 Example

This section presents a simplfied example of
environment control. The example refers to the reasoning
chain in Fig-5 Changes of the maximally consistent
environment  set, nogoods, and suspected units are
described in Fig-7.

(1)Inital state:

All the default assumptions are in. Among them, gsm(C
i5 an anucipated result of an omited test and it tuth or
falsity can be checked.

{2)Marrowing suspects;

Several factz (test resulis) are obtined by test execu-
tons, and the suspects are narmowed down by indeter
minate inferences. Accordingly, several jusuficadons are
created. Then, the conclusion that a defective unit is
unifl” is obtained,

(3 Ui replacement & Contradiction:

The suspected wnlt wntl is replaced, If the fault syip-
tom does not disappear  after this, this couses a
conradicnon.

() Contradiction dissolution:

According to the ser of noguod assumptions, nanwly
tasmd, aimB, awm’), \he maimally consistent environ-
ment set is revised,

(3)Execution of omiced st

Becuuse asml is an assumption whose moth or falsity
can be checksd by an acteal test, the omited test is exe-
cuted.

(BiError of assumption:

Suppnse the test result gives a fact facrCX which is con-
trary 0 asmC. This causes a contradiction, and the max-
imally comsistent environment set is revised. Environ-
ments including asmC are removed from the ser, and
only an environment {asmd, ) remains in the ser,
(TiAnother suspect:

Using for«™X new inferences are made, and another
suspect 15 obtained {unitX ).

5.4 Remarks on Truth Maintenance Incorporation

In the course of system developen ne, the wuth
maintenance facilivies described above have been incor-
porated into the former systern, With this incorporation,
the knowledge buse for only usual cases has been
madified ing a more accurate version which clearly dis-
unguishes the uncerainty in the indeterminate infer
ENCes.

By modifying the knowledge base, the diagnostic
capability has been enhanced. The former sysem
without truth maintenance could not continue diagnosis
if the wouble did not disappear after replacing the
suspected units. On the contrary, the modified system
based on wuth maintenance can infer other suspects by
ewracting assumptions,

Knowledge base medification for the incorporation
was nawrally achieved. This was achieved mainly by
insering the descripion of assumptions (o represent

Fhase Nlaximal consistent environ- Mogoods Suspected wnils
mEnE S5t
Fliunal sae [{asmaA asmB aemC] |
iMamewing suspects [1anat’s'}
Uiz repiacemen: |asmA asmb, asmiC )
& Comradiction
ApConmadicuon, dissolugon | [ s ssmit ], [ asmBum],
[ s asmiC] )
S5)Execudon of omined tes
6)Emor of assumpion [ [asmA,asmB | ) [wsenC| &
|asmu, asmB asmil )
TiArother suspect [nicy ]

Fig-7: An example of environment control



mdetennitate factors clearly angd was relatively easy.

Based on the wruth maintenance, some trnal reason-
g facilives are implemented as a Hexible man-raching
imeraction faciliey, Dased on a user-specified test result,
the swstem hypotheticaly narows down suspects and
dispiays them. This helps the user understand the
cifecdvencss of the s These mial facilines are easily
implementzd in the iTuth maintenance framewnrk.

A CONCLUSION

This paper has presented the diagnostic methed and
the architecturs of a tmoubleshooting expert svstem for
elecironic switchang systems. Using a diagnostic method
moedeled on human expent steategies and reasoning, the
expert system diagnoses faults which cannot be diag-
rosed by built-in functions. Using knowledge representa-
tion methods such as an absmact-signal-flow model and
network-based knowledge representation, a compact and
modifiable knowledes base is constructed,

The incorporation of wmuth maintenance cnables
effectuve diagnostic inferences when there is encertainty.
The environment control method which makes use of
default assumptons realizes this kind of reasoning, The
methad also enables flexible diagnosis, like inferences
based on anticipated test results and later execution of
actual tests when doubeful, Incorporation of outh mainte-
nance greatly enhances the diagnostic capability and
flexibility of the svstem.
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